
Murtaza Amjad 
US Citizen | murtazaamjad0519@gmail.com | (347)-488-4445 | Personal Website  

LinkedIn: Murtaza Amjad |GitHub: GokuSSGodd 
EDUCATION​ ​ ​ ​  

University of New Haven​ ​        West Haven, Connecticut 
B.S. in Computer Science​                                    ​ ​  May 2026 

o​ GPA: 3.67/4.00, Dean’s List 
SKILLS​ ​ ​ ​  

Programming: Python, Java, C, C++, C#, SQL, Bash, TypeScript, JavaScript 
Security Tools: Metasploit, Nmap, Wireshark, Burp Suite, VMware, Cisco Packet Tracer 
Frameworks & Standards: NIST Cybersecurity Framework, MITRE ATT&CK, NIST SP 800-53, GRC, SOC, CVSS 
Tools & Practices: Linux, Git/GitHub, Docker, AWS, Postman, Agile/Scrum, Incident Response, Threat Modeling, Risk 
Assessment, Vulnerability Scanning 
EXPERIENCE​ ​ ​ ​  

Cybersecurity & IT Risk Intern​ ​ ​      Southington, Connecticut 
Webster Bank ​ ​ ​ ​   May 2025 – Aug 2025 

●​ Managed and reviewed evidence for 15+ security issues, ensuring 100% milestone completion and maintaining 
audit readiness. 

●​ Conducted 2+ 3rd-party Information Security Risk Assessments and peer reviews, improving vendor security 
compliance scores. 

●​ Created 5+ process-specific training documents and contributed to cybersecurity awareness initiatives, reducing 
onboarding time and increasing employee engagement with security best practices. 

Research Assistant - Next-Gen Autonomous Vehicle Security​ ​      West Haven, Connecticut 
University of New Haven ​ ​ ​   Nov 2024 – May 2025 

●​ Simulated cybersecurity threats including sensor spoofing, data corruption, and network interception to evaluate 
system resilience and safety 

●​ Designed the foundation for reinforcement learning integration and documented security considerations for 
safer AI-enabled autonomous system design. 

Information Security Officer Intern​ ​ ​         Remote, Connecticut 
IQ4​​ ​ ​ ​   Jun 2024 – Aug 2024 

●​ Analyzed real-world cybersecurity challenges with expertise in GRC, SOC, and the NIST Cybersecurity Framework 
five pillars: Identify, Protect, Detect, Respond, and Recover. 

●​ Conducted threat modeling and incident response simulations, formulating countermeasures that reduced 
theoretical breach impact by 30% in case study scenarios. 

●​ Produced detailed security reports and executive summaries, strengthening organizational awareness and 
reinforcing adherence to cybersecurity best practices. 

PROJECTS ​ ​ ​ ​  

Ethical Hacking Penetration Test​ ​ ​ West Haven, Connecticut 
Comprehensive Penetration Testing & Vulnerability Exploitation Lab​ ​ Apr 2025 – May 2025 

●​ Exploited 9+ CVEs (including CVE-2017-0143, CVE-2019-0708, CVE-2016-5195) across 3 custom VMs (Ubuntu, 
Debian, Windows), achieving remote code execution and privilege escalation to root/SYSTEM. 

●​ Performed reconnaissance with Nmap and Wireshark, identifying 10+ exposed services/ports, which enabled 
successful exploitation using Metasploit Framework, Python PoCs, and kernel exploits compiled with gcc. 

●​ Documented findings in a 35+ page report aligned to MITRE ATT&CK and NIST SP 800-53, with executive 
summaries and 8+ remediation strategies. 

CERTIFICATIONS​ ​ ​ ​ 
Lean Six Sigma Yellow Belt Certificate, Cybersecurity Excellence Certificate: The Threat Within and NIST Framework 
ACTIVITIES AND LEADERSHIP ​ ​ ​  

Computer Programming Club (President), Upsilon Pi Epsilon President, Quinnipiac University NorthEast Annual 
Cybersecurity Summit (Student Ambassador), Wesleyan University Hackathon (Front End Lead) 
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